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The challenge
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Trust does not scale!

Taylor Swift
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Identity federations

CUT2 @GaaNiD $TAAT FEDE  InCommon. Eduggate
SWITCHaal

=X confia i ed“D a@i‘ aconet
Qcafe M= : N~ . oS .
- dufiD | i
g © U(ch Belnet : : L

A,_ gr 5 arnes N celne
M SWAMID ___ D
R RCTSaai '~

nnnnnnnnnnnnn
aaaaaaaaaaa

eeeeeeeeeeeeee

- Tuakiri ce_SIE.ILAN

EDFN-AAI

@EduHr

Klaas Wierenga- GEANT Conferenza GARR 2026
9 La forma del cambicmento



A common identity layer
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Federated identities enable users to access a wide range of services using weekly
their account managed by their 'home’ institution Service AuthN
* |mproves access Providers

* Improves security
* Reduces management overhead and costs.




Trouble in paradise — threat to NREN relevance
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Trouble in paradise — threat to NREN relevance
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i d e n t i ty Paper Type: Research paper

Date of this version: 28 August 2013

Federated Identity Management for Research Collaborations

Abstract

Federated identity management (FIM) is an arrangement that can be made among multiple organisations that lets
subscribers use the same identification data to obtain access to the secured resources of all organisations in the
group. ldentity federation offers economic advantages, as well as convenience, to organisations and their users.
For example, multiple institutions can share a single application, with resultant cost savings and consolidation of

StUdy on Authenti Cation, Authorization :\,\ resources. In order for FIM to be effective, the partners must have a sense of mutual trust.
and Accounting (AAA) Platforms For Scientific > e u \
data/information Resources in Europe

A number of laboratories including national and regional research organizations are facing the challenge of a
deluge of scientific data that needs to be accessed by expanding user bases in dynamic collaborations that cross
organisational and national boundaries.

Driven by these needs, representatives from a variety of research communities, including photon/neutron

rs facilities, social science & humanities, high-energy physics, atmospheric science, bioinformatics and fusion

[in) ‘g‘\\’ I z S z S | energy, have come together to discuss how to address these issues with the objective to define a common policy
and trust framework for Identity Management based on existing structures, federations and technologies.

" apel @ This paper will describe the needs of the research communities, the status of the activities in the FIM domain and
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Starting point

e Researchers conducting
research at their home
organisation

e Access to data/ instruments at
the home laboratories based on
their organisational / lab
identity / permissions.
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Research Collaboration

Researchers coming together
from multiple organisations to
collaborate on research
projects.

Access to data / instruments
across organisational
boundaries

Access based based on the role
they have in the collaboration.
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AARC BPA to the rescue!




But wait....

The same architectural pattern (the
AARC Blueprint Architecture), using
proxies, turns out to be very useful for
- EOSC
« EuroHPC Federation Platform

» Erasmus Without Paper [ University
Alliances

« EUDI Wallets

» Transition to OpenID Connect
» Transition to OpenlD Federation
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European Open Science Cloud

EOSC NODE
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» interactive login of users
service to service

Initial EOSC AAIl Use Cases

e 3Single Sign On Across

Nodes
e Cross Node Workflows
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EOSC AAIl Architecture - March 2025 version

Klaas Wierenga- GEANT

nHeosCc EOSC Association

Published May 12, 2025 | Version March 2025 = =

EOSC AAIl Architecture 2025

Kanellopoulos, Christos (Editor)! ®; Adomeit, Marina? ®; Ardizzone, Valeria® ®; Florio, Licia*

Giacomini, Francesco® ®; Groep, David® 7 ®; Hardt, Marcus® ®; Kéalman, Tibor®

Kuczyriski, Tomasz '° Liampotis, Nicolas " 9; Short, Hannah'2 ®; Sidorova, Irina’

Michal, Stava® ®; Wierenga, Klaas' Show affiliations
Contributors

Other: EOSC AAI Working Group &

This document presents recommendations for the initial implementation of the EOSC AAI Federation, offering background on prior
work and summarising recent advancements, including updates to the AARC Blueprint Architecture.

AAl implementers who wish to go directly to the technical requirements may refer to the “Implementation” section, while those
interested in the rationale behind the architectural choices are encouraged to also read the “Background Information” section.

The overarching goal of the EOSC AAI Federation is to eventually support a full-mesh, dynamic topology without introducing a
centralised component into the European AAl ecosystem. However, current technological constraints — particularly those
associated with OpenlD federation — limit the feasibility of such a model.

The work required at the architecture level will certainly extend beyond 2025, while efforts at the tooling and policy levels have yet to
begin. This gap has been recognised in the EOSC AAI WG and there has been a clear decision that although the work towards the
desired final architecture should continue without any delays, we need to provide practical solutions that can support the needs of
today.

To be more specific, the high priority requirements recognised are the needs for enabling SSO across the first wave of EOSC Nodes
that will be forming the EOSC Federation and executing workflows that utilise resources across multiple Nodes.

The design for this first implementation is guided by three core principles:

The EOSC AAI Architecture profiles the
AARC Blueprint Architecture for EOSC
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MyAccessID - EOSC AAl Federation
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10.5281/zenodo. 15388270

The document presents recommendations for
the initial implementation of the EOSC AAI
Federation, offering background on prior work
and summarising recent advancements,
including updates to the AARC Blueprint
Architecture.

It is intended as a practical guide for candidate
EOSC Nodes, outlining the steps necessary to
connect with the EOSC AAI Federation. In the
EOSC model, Nodes act as the primary
integration points for services as it is described
in the EOSC Federation Handbook, services are
onboarded to individual Nodes rather than
directly to the Federation.

The overarching goal of the EOSC AAI Federation

is to eventually support a full-mesh, dynamic
topology without introducing a centralised
component into the European AAIl ecosystem.
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EuroHPC
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Alice Recoque, Arrhenius, DAEDALUS, Deucalion,
Discoverer, JUPITER, Karolina, Leonardo, LUMI,
MareNostrum 5, MeluXina, Vega, ...
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MyAccessID - EuroHPC

- HPC Datacenters are in the process of
transforming to Infrastructure Service Providers

with a diverse Service Portfolio

- These services become available in different
administrative and policy domains, which we call

Infrastructure Service Domains

- A common Authentication and Authorization
Infrastructure enables uniform accessibility to

scientists and engineers at European scale
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MyAcademicID - University Alliances and Erasmus
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Uptake of MyAccessID and MyAcademiclID

IdP Coverage: Observed vs Federation Registered (2025)
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Total IdPs in federation
IdPs seen in MyAccessID/MyAcademiciD
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