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Can you recoghnise risky behaviours?

The project «privacy and security mindfulness» began with the
creation of a questionnaire for employees to self-assess their
awareness of cyber risks and their usual habits.
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The effectiveness of health and safety systems requires the™ =
active involvement of staff and an organisational culture of ris
management.
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Safety isn’t just a formality: it’s something people
understand, embrace and put into practice every day

<+ Awareness, which lays the foundations
X Training, which provides specific safety and securlty skills
» Culture, which changes behavior

1.881 participants =» 1.150 respondents (response rate
61,1%)
Question:
20 assessment; 1 feedback; 3 risk perception and
awareness; 1 suggestions; 3 personal details (gender,
age group, education)
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Are those who perceive the risk aware of it?

: 0.8% 60% Phishing
Insider threat

8%

apgj‘fcgi:gg‘; Level of awareness %
st Basic Intermediate  Advanced
Botnet level — risk level — partial  level — active
r unawareness awareness knowledge
not at all
prepared = 100 -
not very
: prepared 4,5 33,9 61,6
: fairly prepared 0,6 21,8 77,6
very prepared | - 1,4 88,6
Vulneratﬁri't?:g expert in the
subject - 11,8 88,2
total 0,9 AR 78

Most identified initial infection vector

Source: ENISA dataset 10/2025
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Objective: to transform individual behaviour into
organisational culture
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"% " "Even the best firewall
P e o - 1N THhe World is useless
if users make
mistakes, such as
clicking on malicious
links, which is why
training and
50 2930 76 o awdreness regarding
1. Secondo la procedura adottata dall'stat, quali caratteristiche dovrebbe avere una password sicura? (scelta multi t h e l H u m a n Fi rewa I I ,

e are crucial

E‘l Controlla singoli risultati

® a) non deve coincidere con quelle utilizzate per 646 36%
accedere ad altri sistemi e piattaforme

° b) pud contenere il proprio nome o quello della
struttura di appartenenza o altre informazioni...

P deve essere lunga almeno 12 caratteri e rispettare 1124 63%

minimo 3 delle sequenti condizioni: almeno una
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