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@ Why software source code matters
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Beneath cloud, data and infrastructure

Digital sovereignty

Often framed in terms of cloud, data, or
infrastructure.

Beneath lies a more fundamental layer:
software source code

Invisible fabric that powers our economies,
administrations, and research systems.
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https://archive.softwareheritage.org/swh:1:cnt:b2d11f345900abf98e73c052790ced78b6b8e9df;origin=https://github.com/mrc-ide/covid-sim;visit=swh:1:snp:e01c470a15f3dffbd9208d84d202bb26eb7fc5e9;anchor=swh:1:rev:b719de9df5909f8fc47753dd1d2baf89fc415943;path=/src/Models/Microcell.h;lines=19-46
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Knowledge is in the source
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software source code Snt places X NN PLAGE TYPES];

unsigned short int keyworkerproph, move_trig, place_trig, socdist_trig, keyworkerproph_trig;
.. . . unsigned short int place_end_time, socdist_end_time, keyworkerproph_end_time;
nvisible fabric that powers our economies, ibeouiabrtiies o ot
administrations, and research systems.
IndexList* AirportList;

}

Covid Sim (‘excerpt)
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Beneath cloud, data and in ructure
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Beneath lies a more fundamental layer: - ensersr /)
software source code Lnte places(HAX NN PLACE TYPES];

unsigned short int keyworkerproph, move_trig, place_trig, socdist_trig, keyworkerproph_trig;
.. . . unsigned short int place_end_time, socdist_end_time, keyworkerproph_end_time;
nvisible fabric that powers our economies, ibeouiabrtiies o ot
administrations, and research systems.
IndexList* AirportList;

}

Covid Sim (‘excerpt)

Sovranita digitale: governare dati, infrastrutture e — innanzitutto — codice sorgente.
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A global undertaking. ..

Pillar of Science across all research areas
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Many programming languages

Evolution of languages
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An exponential growth

Evolution of Number of Objects per Year
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e Contents

Growth
- Annuai Growth: 27.30%
10° Soubing ine. 2.7 yers
Contents Fitted Grouth
- Aol Grow: 30.35%
Doubling Time: 2.05 years

Number of Objects

3

g

3

100

1990 1995 2000 2005 2010 2015 2020

@rdicosmo  (CC-BY 4.0) Ecumenical digital sovereignty 20 May 2026 2/18


https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id
http://doi.org/10.1109/MSR66628.2025.00068
https://dl.acm.org/doi/10.1145/3524842.3528471
https://gitlab.softwareheritage.org/rdicosmo/archive-growth

... and a global dependency network

An early warning: left-pad (March 2016)

_
How one programmer broke the internet by
deleting a tiny piece of code

Aman in disrupted web development around the world by deleting 11 lines of code

o— 000606

Updated January 28, 2025 & Add gle

This article is from 2016.

See the Wikipedia article:

o Facebook, PayPal, Netflix, Spotify
affected

e web broken worldwide ~2.5 hours
R. Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Ecumenical digital sovereignty 20 May 2026 3/18


https://en.wikipedia.org/wiki/Npm_left-pad_incident

... and a global dependency network

An early warning: left-pad (March 2016) A clear and present danger

How one programmer broke the internet by

deleting a tiny piece of code

Aman in disrupted web development around the world by deleting 11 lines of code

Platforms
= github.com
s code.europa.eu

gitlab.com
bitbucket.org
R 0006006 pypi.org
Updated January 28,2025  Add gle === git.drupalcode.org
== git.fpfis.tech.ec.europa.eu
Other

78.5%—— Color encodes systemic exposure (larg

This article is from 2016.

See the Wikipedia article: Used by europa. eu devs (Source: Software Heritage)

o Facebook, PayPal, Netflix, Spotify

"If GitHub or PyPI disappeared tomorrow,
affected

Europe would not just slow down

@ web broken worldwide ~2.5 hours — it would stop."
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© The regulation / infrastructure gap
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Regulation Europe’s Software Sovereignty

= Lt
resillence.

Cyber Resilience Act (CRA) & NIS2
Mandate strict software security, long-term

i and end-to-end supply-chai rAY
Al Act Transparency
Legal requirements for the transparency and
reproducibility of training data and the
underlying algorithms.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

o

“Legal obligations assume
permanent access to source code.”
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Regulation Without Infrastructure:

REGULATION

Cyber Resilience Act (CRA) & NIS2
Mandate stnct software secumy, long-term
pply:

resillence.

Al Act Transparency

Legal requirements for the transparency and
reproducibility of training data and the
underlying algorithms.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

"Legal obligations assume

s

permanent access to source code.”

Europe’s Software Sovereignty Gap

INFRASTRUCTURE

Iz

Dependence on Non-European Platforms

Relies on proprietary platforms like GitHub,
GitLab.com, and package managers (PyPI,
npm, Maven Central).

No EU-Wide Continuity Guarantee
Existing platforms provide no Service Level
Agreements (SLA) for preservation and
operate under no legal obligation to protect
European sovereignty.

Fragmented National Initiatives
Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

“Critical dependencies outside
European control.”
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Regulation Without Infrastructure: Europe’s Software Sovereignty Gap

REGULATION INFRASTRUCTURE

Cyber Resilience Act (CRA) & NIS2 Dependence on Non-European Platforms
Mandate strict software security, long-term Relies on proprietary platforms like GitHub,

i and ipply-ct [AY FAY GitLab.com, and package managers (PyPI,
resillence. npm, Maven Central).

No EU-Wide Continuity Guarantee

Existing platforms provide no Service Level
Agreements (SLA) for preservation and

Al Act Transparency
Legal requirements for the transparency and
reproducibility of training data and the

underlying algorithms. operate under no legal obligation to protect
European sovereignty.
Open Science Policies Fragmented National Initiatives

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

“Legal obligations assume “Critical dependencies outside
permanent access to source code.” European control.”

Europe regulates software as critical
infrastructure — but does not operate a
software continuity infrastructure
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© Ecumenical digital sovereignty
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Sovereignty is not isolation

. What it is
What it is not
. @ shared, open, non-rival infrastructure
e it is not autarky

o that benefits all while preserving
autonomy for each

@ it is not national silos

@ it is not forking the world

o resilient against disruption upstream
@ it is not owning everything

e ecumenical by design

“Sovereignty is not about owning everything
— it is about ensuring that nothing essential can disappear.”
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@ Software Heritage: the ecumenical infrastructure
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Software Heritage

THE GREAT LIBRARY OF SOURCE CODE
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© From archive to strategic backbone
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Selected hilights

Software Pillar of (Open) Science
Standards (Software Hash ID, SWHID) EOSC SIRS report (2020)
® " Intrinsic identifier National Open Science Plan
~ - Seozes  integrity, traceability ﬁi | (2021)
e 50B+ SWHID in archive French National Rl Roadmap
(2022)

Pillar of transparent Al

Next gen Cybersecurity
PN StarC(?derZ/The Stack  v2 Global  Vulnerabilities
7~ vy, (Hugging Face) \ (SecaAl4Sec,SWHSec)
% CodeCommons (BPI, France) @nggvxigiﬁggjgage Soft ’ v chai
£ GENCI A Factory (AI2F, EU) orwale Supply chain

(CRA, SBOM,....)
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Selected hilights

Software Pillar of (Open) Science

Standards (Software Hash ID, SWHID) EOSC SIRS report (2020)
= U \ntrinsic identifier National Open Science Plan
ISO/IEC . . - %i !
1s6702025  integrity, traceability (2021)
50B+ SWHID in archive == French National Rl Roadmap
(2022)

Pillar of transparent Al

Next gen Cybersecurity
StarCoder2/The  Stack  v2 Global  Vulnerabilities

\’l
/>

//'\\ AV i
. (Hugging Face) ~q) _ (Sec4Al4Sec,SWHSec)
s CodeCommons (BPI, France) @ Software Heritage S .
GENCI oftware supply chain

1 GENCI Al Factory (AI2F, EU) (CRA. SBOM....)

A (version of a) dependency of a critical software vanishes from GitHub,Gitlab,...:

@ how to audit it five years later? e how to ensure continuity of service?
o how to reproduce the results? @ how to retrieve them?
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@ A Very Large Telescope to explore the software development galaxy
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From the Software Sky to Institutional Insight: Anatomy of an Observational Pipeline

Stage 0: The Software Sky

Phase 4: Spectral Enrichment

Each observed object s euriched with

The
D e o o T el

spectral data—such as activits, domains, and

Phase 53 Astrophy5|calAnaly5|s

| Adeptive i i ions are analysed to compute metrics,

ind a spectal flter definition
{{Eral domain'slaction)

: This fecture ensures the automatic
Observation Software Henlagear:hlve containingall licenses—collected from multiple relation'of obes synthenc ive view of th
arameters observable software ‘stars’, This stage is observation instruments to provide a deeper iagaument (9P limits, ensuring continuous
(config i con igured by observation parameters understanding. data collection. >

TiL]‘ﬂL -

=

K E
Fi—— Observation Cache
Ageryikizen observation logis maintained.
preventing redandant measurements
e speeding up subseauentanalyzes.

Phase 1: Target Selection
Identify the stars associated

with a specific institution by . \\
selecting contributors b
using institutional
identifiers, which isolates
the relevant region of the
software sky for focused
observation.

Quality Gate: Signal

Strength Check

Before proceeding, the ploeline verifies

that the selected region contains enough

observable signals (software \ R
istically

Phase 6: High-Resolution
Imaging & Report

Top 40 Reposiories by number of Contrbutions (Log Scale)

‘ I‘|||||II|I||||||||||||lnl_l'!"!'

meaningful results.

Phase 2: Gravitational
Cleaning (Deforking)

The process renvents gravitational artifects
such as mitrers and futes from the data to
retain only the physically meamngful celestial
objects (original software projects).

1992-07-08
2025-05-17




Technology preview: the Strategic Software Insights report

. Contents

Software Heritage .
11 Bird's-Eye View: the key numbers 3

12 Technical Information 4

2 Analysis of Contributions 5

2.1 Density of contributions per project 5

22 Distribution of first contributions over time 7

23 Timespan of institutional contributions 9

2.4 Distribution of project lifetime 1

25 Distribution of Citation Files 13

26 Top Projects by Repository Host . . . . B . 16

3 Analysis of the Projects to which Acad-It-Garr contributes 10

31 Distribution by number of stars . . IR 10

Report on the pubhc 32  Main organizations . . . . . . . . . B . . 42
33 Top 40 projects by number of contributions . . . . . . )

software collected, 3.4 Top 40 projects by popularity . . . . . . . BT
35 Top 40 projects by repository age . . . . . . . . . .46

preserved and 4 Programming Languages 6

referenced for 5 License Analyss o

5.1  License Distribution . . . . . B . . 68

Acad-It-Garr 52 License Status Overview B . B o

53  License Statistics 68

54 Top License Types 68

6 Platform Distribution Analysis 70

‘ 6.1 Platform Distribution Overview 70
6.2 Platform Distribution (Log Scale) 70

6.3 Platform Statistics 70

6.4 Top Platforms 70

Version 1.0 - 2026-05-11 65 Summary 7
7 Tentative Classification in Research Areas/Domains 73

7.1 Distribution of domains of contributors (all projects) 74

7.2 Distribution of domains of contributors (selected projects with more than 10 contributions) 75

8 Methodology: From Source Graph to Analysis-Ready Dataset 75

9 Conclusion 77
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A peek inside: full analysis charts

W e = i
= o

2765958 o — E
Contributions . E =
— =

</> — z
-

-

.- 5

38309 B 0
Software Projects = o
Active last 12 months: 1993 |
still crawled: 35505 I =
%y E
19065 P :
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e e ——

4. = :
- ——E =
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Time Span
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A peek inside: who contributes from Italian academia?

Smaller hubs and single contributions

Major hubs @ Universita di Trento (2) — CoSMoMVPA,

@ CNR (7) — sigla-main, EPAS, sprint-flows, About-Travel-Times (abouthydrology)
cool-jconon, MeshLab, VCGlib, ITTIG/LeggiToscana @ INAF (2) — DISCOS, astrocook

@ INFN (5) — chaosframework, Belle II, gLite WMS, @ Leaning Tech / Sant’Anna Pisa (2) — Cheerp,
wms-ui, INDIGO-IAM lightspark

@ Universita di Bologna (3) — HELM, Matita, tuProlog @ One each:

(- ;Jni(\i/.er?ité di Parma (4) — PPL, FSDA, Project Chrono, UniPi — netmap
ondinfo .

@ Politecnico di Milano (3) — PandA-Bambu, RTAI, Un!TO — BORIS

’ UniCa — SecML

pacs-examples

@ Multi-institute Italian-led (6) — Yambo, Q-E, Q-E
SIRIUS, sctk, MDSplus, deal.ll

INGV — EPOS-DCAT-AP
UniRoma1l — vsrlab
personal-research — CLIPS fork

Source: Software Heritage — Strategic Software Insights, Italian academic cut
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A peek inside: Italian flagships in the top-40

@ deal.ll — SISSA + UniPi + PoliMi:
world-class FEM library, massive external

uptake @ Parma Polyhedra Library — UniPR:
) foundational static-analysis library
@ MeshLab + VCGlib — CNR-ISTI:
biggest Italian 3D-graphics open-source @ Belle Il / italiangrid / chaosframework /
impact INDIGO-IAM — INFN:

. scientific-computing + grid pillars
@ Quantum ESPRESSO (q-e, g-e-sirius, sctk)

— SISSA/CNR-IOM/CINECA: @ DISCOS + astrocook — INAF:
Italian DFT flagship radio-telescope control + spectroscopy
@ Matita/ HELM — UniBo: @ Cheerp + lightspark — Leaning Tech /
Italian theorem-proving heritage Sant’Anna Pisa:

web-runtime engineering
@ PandA-Bambu HLS — PoliMi:

hardware/software co-design @ BORIS — UniTo:

o behavioural-sciences research software
@ netmap — UniPi:

high-performance packet 1/0
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Back to our core digital sovereignty challenge, can we act?

A clear and present danger

Platforms
m== github.com
== code.europa.eu
gitlab.com
bitbucket.org
pypi.org
m git.drupalcode.org
mgit.fpfis.tech.ec.europa.eu
Other

_

Used by europa. eu devs (Source: Software Heritage)

"If GitHub or PyPI disappeared tomorrow,
Europe would not just slow down

— it would stop."
R. Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Ecumenical digital sovereignty

20 May 2026

12/18



Back to our core digital sovereign lenge, can we act?

A clear and present danger
A clear and present danger

0.8%
g %:f“ Platforms
Platforms 1% == github.com
wm github.com 0 12/5 mmm bitbucket.org
w== code.europa.eu 32% s gitlab.com
gitlab.com 1.0%
" 9 code-repo.d4science.org
bitbucket.org 38% €
pypi.org [t pypi.org
wem git.drupalcode.org gitlab.cern.ch
wmm git.fpfis.tech.ec.europa.eu gitlab.di.unimi.it
Other salsa.debian.org

gitlab.rm.ingv.it
mem gitlab.di.unipmn.it
mmm git.code.sf.net
mmm Other (Aggregated)

88.1%

Color encodes systemic exposure (largest share = highest concentration risk).

78.5%—— Color encodes systemic exposure (largest share = highest c

Used by GARR devs (Source: Software Heritage)
Used by europa. eu devs (Source: Software Heritage)
"If GitHub or PyPI disappeared tomorrow,

"If GitHub or PyPI disappeared tomorrow, GARR members would not just slow down
Europe would not just slow down — they would stop."

— it would stop."
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@ e (happen to) have the answer at arm’s reach
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Software Heritage and GNU Guix join forces
to enable long term reproducibility

Guix demonstrates automated recovery using the Software Heritage archive

When a platform or registry fails...

R. Di Cosmo

Guix fallbacks to Software Heritage

roberto@dicosmo.org

@rdicosmo

(CC-BY 4.0)

Connecting reproducible deployment
to a long-term source code archive

GNU Guix can be used as a
familar to GNUIL or by
vinual machines, and manage the operating system running on your machine.

Ludovic Courtés — March 29, 2019

‘One foundation that sets it apart from other tools in these areas is reproducibily. From a high-level

view, Gui alk They can
adapt them 1o their needs. This
aspect s
y . and this
focusing on in the context of the Guix-HPC effort. AL a lower level, the project, along with others in the.
Reproducible is bit
for bit

evels has bes Guix,for instance, allows you to
wavel back n time. That Guix can travel back in time and buid software reproducibly i a great step.
forward. But there’s still an important piece that's missing to make this viable: a stable source code
archive. This is where Software Heritage (SWH for short) comes in

When source code vanishes

and continues to build!

Since 2019

Ecumenical digital sovereignty 20 May 2026 13/18


https://www.softwareheritage.org/2019/04/18/software-heritage-and-gnu-guix-join-forces-to-enable-long-term-reproducibility/

A sovereign fallback for Europe’s build chains is possible

Extend to key package managers
npm, PyPl, Maven Central, Cargo, CPAN, RubyGems, Packagist, ...

Realize ecumenical resilience

The Software Heritage European Network:
A Distributed Infrastructure for Global Source Code Preservation

e UNIDUE - Duisburg-Essen

Central Archive - Paris &

o ENEA - Bologna

A —~
@i dea’ © e
e GRNET - Athens o ;.
€) oepioying

© Agreementin Progress
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Software Heritage: one infrastructure, six strategic levers

Research infrastructure
two facets:

@ support Open Science

@ enable Software Science

Traceability and compliance

o Software supply chain (SBOM)
integrity (SWHID)

availability

support CRA/NIS2 mandates

(]

Cybersecurity

Cyber forensics, vulnerability tracking at
world scale
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Software Heritage: one infrastructure, six strategic levers

Research infrastructure
two facets:

@ support Open Science

@ enable Software Science

Traceability and compliance

o Software supply chain (SBOM)
integrity (SWHID)

availability

support CRA/NIS2 mandates

(]

Cybersecurity

Cyber forensics, vulnerability tracking at
world scale

R. Di Cosmo  roberto@dicosmo.org

Resilience
when npm/PyPI/Maven fail,
Europe continues to build

Transparent Al

@ CodeCommons : provenance and
attributon for LLMs
@ Al Act, Art. 11, 12, 15:

e technical documentation
o record-keeping
o reproducibility

Metrics we can count on

@ Objective Strategic Insights

@ Support policy implementation
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The missing foundation to fill the gap is here

Regulation Without Infrastructure: Bridging Europe’s Software Sovereignty Gap

INFRASTRUCTU

Cyber Resilience Act (CRA) & NIS2 E Dependence on Non-European Platforms

Mandate strict software security, long-term Relies on proprietary platforms like GitHub,
maintenance, and end-to-end supply-chain GitLab.com, and package managers (PyPI,
resillence. npm, Maven Central).

Al Act Transparency No EU-Wide Continuity Guarantee

Legal requirements for the transparency and Existing platforms provide no Sgrvice Level
reproducibility of training data and the TH E U RA G AP Agreements (SLA) for preservation and
underlying algorithms. operate under no legal obligation to protect

European sovereignty.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

Fragmented National Initiatives
Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

Europe regulates software as critical
infrastructure — but does not operate a
software continuity infrastructure}

“Critical dependenmes outside
European control.”

“Legal obligations assume
permanent access to source code.”

SOFTWARE HERITAGE =

Universal Archive Intrinsic Identifiers Sovereign Mirror Network Ready for Scaling,

of Source Code ﬂ (SWHID - IS0 18670) Resilient, neutral network of nodes Not Invention

An operational global archive N Provides a standardized “lingerprint” (e.g., ltaly, Greece, Spain) ensuring Already operational; requires political
containing over 24 billion for software to ensure absolute archive cannot be destroyed or and financial scaling to fully support
files and 375)n1il|ion projects traceability, auditability, and citation. controlled by a single entity. European regulatory ambitions.

(and growing

“Infrastructure that makes European regulation enforceable.”
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© A path forward, together
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What this means for Italy and for Europe

Europe does not need to invent this infrastructure...
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What this means for Italy and for Europe

Europe does not need to invent this infrastructure...
it can adopt and scale what took 10+ years to build.
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o regulation enforcement (CRA, NIS2, Al Act)
o research, education and open science
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Concrete next steps

All recognise software continuity as a critical enabler for
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o regulation enforcement (CRA, NIS2, Al Act)
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All avoid balkanisation, support mutualisation

@ build on common, shared, open, non-profit infrastructures
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What this means for Italy and for Europe

Europe does not need to invent this infrastructure...
it can adopt and scale what took 10+ years to build.

Concrete next steps

All recognise software continuity as a critical enabler for
o digital sovereignty
o regulation enforcement (CRA, NIS2, Al Act)
o research, education and open science

All avoid balkanisation, support mutualisation

@ build on common, shared, open, non-profit infrastructures

Public administrations and enterprises join as members, mirror operators, contributors

@ turn dependence into shared resilience
@ position Italy as a leader in this ecumenical approach
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From control to resilience

True digital sovereignty is not control — it is resilience.

https://www.softwareheritage.org
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An inconvenient truth

Licences status across GARR members’
projects

22.8%— Status

= Has License
W Unknown
= No Info

3.0%

—74.3%
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An inconvenient truth

Licences status across GARR members’
projects

228%— Status.

= Has License
W Unknown
= No Info

3.0%

—74.3%

R. Di Cosmo  roberto@dicosmo.org

Licences types across GARR members’

projects

411%

——281%

@rdicosmo  (CC-BY 4.0) Ecumenical digital sovereignty

License types

— T

= GPL3.0
Apache-2.0

- GPL2.0
BSD-3-Clause

- AGPL3.0
LGPL3.0
€Co-1.0
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